2enarmor

Time to upgrade
your open source
firewall to an

advanced
NGFW!

INDUSTRY'’S FIRST ALL-SOFTWARE
TECHNOLOGY PROVIDING
UNIQUE DEPLOYMENT AGILITY

—, Industry's Best Al-Based
> Content Filtering
All Software Architecture.
A </~| Use Hardware of Your Choice

—— While Upgrading and Scaling
Your Network. No HW lock-in.

o Zenarmor® includes the
industry’s most advanced
QN network analytics capabilities
at no additional cost.

= Deploy it either as a standalone
% Secure Web Gateway or on top of
your favorite Open Source firewall.

the industry’s best reporting.
Share the value of security with
Zenarmor's automated reports.

S Always be in the know with
&

ZENARMOR TO UPGRADE
OPEN SOURCE FIREWALLS

Ever thought how cool it would be if
your open source firewall had the latest
next generation firewall features to
combat modern day cyber attacks that
are becoming more sophisticated every
single day?

We have news for you: We have great
news for you! Zenarmor is available for
your open source firewall and also sup-
ports many Linux distributions, turning
them into a Secure Web Gateway for
your organization!

You can quickly install Zenarmor and
start empowering your existing firewall
with state of the art next generation se-

hi@sunnyvalley.io

+] (650) 288 4488

www.sunnyvalley.io




2enarmor

AlI-BASED
POWERFUL
AGILE

ALL SOFTWARE

GET REAL-TIME PROTECTION AGAINST
ADVANCED ZERO-DAY ATTACK CAMPAIGNS
Realize the power of Al-based Cloud threat
intelligence. Stop zero-day malware and

phishing attacks in real-time. Detect and block
new Botnets in an instant.

Leverage Deep Content Inspection to prevent
evasive threats that otherwise would bypass IP,
port and DNS based filtering

IMPROVE BUSINESS PRODUCTIVITY WITH
APPLICATION CONTROL

Block and control unauthorized or misbehaving
applications with Application Control.

Zenarmor's rich application database identifies
thousands of applications regardless of port
numbers

EASILY TAKE CONTROL OF YOUR NETWORK
WITH POLICY BASED WEB FILTERING
Apply Security policies for more than 300

Million web sites under 60 different
categories.

Create custom categories to blacklist or
whitelist sites.

ALWAYS BE IN-THE-KNOW WITH
INDUSTRY'S BEST REPORTING

Utilize industry’s best network reporting. Be on
top of everything that’s going on your network.
Create scheduled reports that deliver a clear
picture of what’s happening across your
networks. Delegate  reporting on a
need-to-know basis.

-Visualize your network in real-time
-Start from the big picture; drill down

to per-connection details

-Spot anomalies visually as they occur
-Always stay up to date with daily/weekly
security reports.

PREVENT EVASIVE THREATS WITH
TLS INSPECTION

Unlike superficial filtering tools (e.g. dns
filtering), Zenarmor is equipped with a
powerful Layer7 Enterprise-grade content
filter technology allowing you to employ
sophisticated security mechanisms capable of
detecting and blocking malware and threats
which utilize advanced evasion technigues

Stop bad guys from abusing encryption.
Enable certificate-based or Full (*) TLS
inspection to protect against encrypted
threats.
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TIMETO
UPGRADE
YOUR

OPEN SOURCE
FIREWALL

TO AN

SECURE USERS, NOT IP ADDRESSES

Forget about trying to manage IP addresses.

Easily enforce policies for individual users and
groups to enable granular access controls.

Integrate with popular User directory
databases like Microsoft Active Directory
or LDAP.

BLOCK HARMFUL CONTENT WITH
PARENTAL CONTROLS

If you're a homelab user, set the rules for for
your kids' screen activity.

You can block sites like YouTube, TikTok,
HouseParty (and many more) across all your
family’s connected devices.

Schedule offline time in advance so you can
enjoy family time, make time for homework or
let kids finish their chores distraction-free.

Cloud-based management provides super-easy
management for anyone at home or on-the-go.

SEAMLESSLY INTEGRATE WITH YOUR
EXISTING SECURITY TOOLS

Zenarmor seamlessly integrates to your firewall
and runs smoothly with other security tools.

In the meantime, further integrate with Micro-
soft Active Directory, Elasticsearch, Splunk,
Syslog, etc, to boost your enterprise detection
context.

MANAGE FROM EVERYWHERE

Easily manage all your firewalls from the Cloud and
in a single pane of glass.

Create centralized, location independent
policies. Enforce them across all IT
environments

Share your firewall management with your team.

AUTOMATE FOR OPERATING AT SCALE

With RESTful APIl, create automations to
manage and operate at scale.



